NHO®OPMAIIMOHHASA TAMATKA JISA OBYYAIOLIUXCSA

C Ka)xJpIM r0JIOM MOJIOJIEKU B UHTEPHETE CTAHOBUTHCS OOJIBIIIE, @ INKOJIbHUKH OJJHU U3
caMbIX aKTHUBHBIX Iosib3oBarened PyHera. Mexay TeM, MIOMHUMO OIpOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, HHTEPHET HECET U Mpo0IeMbl. DTa MaMATKa JI0JDKHA IOMOYb TeOe 0€301acHo
HaXoAUThecA B ceTH. KoMIbIOTEpHBIE BUPYCHI

Kak 3aluTHTBCH 0T KOMIIBIOTEPHBIX BUPYCOB

KoMnboTepHblii BHPYC - 3TO pa3sHOBHUJIHOCTH KOMIIBIOTEPHBIX MPOrpamM,
OTJIMIUTEIPHON OCOOCHHOCTBIO KOTOPOW SIBJISIETCS CIMOCOOHOCTh K pa3sMHOXEHHWI0. B
JIOTIOTHEHHUE K 3TOMY, BUPYChI MOT'YT MOBPEIUTH MJIM TOJHOCTHIO YHHUTOXHUTH BCe (DAMITBI U
JaHHbIE, TTOAKOHTPOJIbHBIE MOJIH30BATEIN0, OT UMEHU KOTOPOro ObLIa 3alyIieHa 3apakeHHas
porpaMma, a TakKe MOBPEIUTh WJIU J1a)K€ YHUUYTOKUTh ONEPALMOHHYIO CUCTEMY CO BCEMU
¢aitnamu B 11esioM. B OONBIIMHCTBE CIy4aeB pacpOCTPAHSIIOTCS BUPYCHI Yepe3 HHTEPHET.

MCTOI[bI 3alIUThI OT BpCAOHOCHBIX ITPOTrpaMM:

1. Hcnonb3yii coBpeMeHHbIE OllepallMOHHbIE CUCTEMBbI, UMEIOIIINE CEPbE3HbIN YPOBEHb
3aIIUTHI OT BPEJOHOCHBIX IIPOrPaMM;

2. TlocrostHHO ycTaHaBnuBai madtu (UQPPOBBIC 3aIIATKUA, KOTOPHIE aBTOMATHYECKU
YCTaHABIMBAIOTCS C IIeNbI0 JOpaOOTKU MPOrpaMMbl) W JApyrue OOHOBIEHUS CBOEH
orepanuoHHoN cuctembl. CkaunBail UX TOJNBKO ¢ oduimanbHOro caira pazpadborunka OC.
Ecnu cymiecTByeT pexxuM aBTOMaTHYECKOTO OOHOBJICHHUS, BKIIIOYH €T0;

3. Paloraii Ha cBOeM KOMITbIOTEPE MOJI PaBaMU IOJIL30BATEINS, a HE aIMUHUACTPATOPA.
DTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMM HHCTAJUIMPOBATHCS HA TBOEM
IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonwp3yii aHTUBUPYCHBIC TIPOTPAMMHBIE MTPOIYKTHI U3BECTHBIX MMPOU3BOJAMTEICH,
C aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

5. OrpaHudb pU3UUECKHUNA JOCTYI K KOMIIBIOTEPY JAJIs1 TOCTOPOHHUX JIUIL;

6. Hcnonp3yii BHEIIHHE HOCUTENIN MH(DOpMAIIUK, TaKue Kak (premka, TucK uin Qain
U3 UHTEPHETA, TOJIHKO U3 TPOBEPEHHBIX HCTOYHHUKOB,;

7. He oTkpbpIBaii KOMIbIOTEPHBIE (hailiIbl, TOJyYEHHBIE U3 HEHA/IEKHBIX UCTOYHUKOB.
Jaxxe Te (haitnbl, KOTOpbIe MpUCTal TBOM 3HAKOMBIN. Jlydille yTOYHH y HEro, OTHPaBIIsI JIn
OH Te0Oe UX.



Kak 0e3onmacHo moJsn3oBarhes cerbio WI-FI

Wi-Fi - 3T0 He BUJ mepenaun JTaHHBIX, HE TEXHOJIOTHs, a BCErO JIUIb OPCHI, MapKa.
Eme B 1991 romy nHumepnanackas kommaHwusi 3apeructpupoBana Openn "WECA", uro
obo3nauano ciosocoueranue "Wireless Fidelity", koTopsrit nepeBoauTcs kak "GecnpoBoaHas
TOYHOCTB'".

Jlo Hamero BpeMeHH JomnuIa Jpyras a0OpeBuaTypa, KOTopas SBIISIETCS TakKoOMl ke
TexHosoruei. Oto abOpesuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha
CTaHIapT BhICIIEH 3ByKOBOM TexHUKH Hi-Fi, uTo B mepeBoje o3HayaeT "BHICOKASt TOYHOCTH'.

Jla, GecruiaTHBIM HHTEPHET-IOCTYI B Kade, OTeNIAX U a3pOoIopTax sSBISETCS OTIUYHON
BO3MOKHOCTBIO BBIXOJIa B MHTepHET. HO MHOTHE 3KCHEPThI CUUTAIOT, YTO OOIIEIOCTYITHBIC
Wi-Fi cetu He aBIsirOTCS 0€30MaCHBIMU.

CoBeThl 110 0€30MacHOCTH PadOTHI B 00ImIe0CcTyMHBIX ceTsx Wi-fi:

1. He nepenaBaii cBoro juuHyro uHpOpMaruio udepes3 obmenoctymubsie Wi-Fi cern.
PaGoras B HUX, *enaTeabHO HE BBOAUTH MAPOJIU AOCTYIIA, JOTUHBI H KaKUe- TO HOMEepa;

2. Wcnionp3yii 1 0OHOBIISIH aHTUBUPYCHBIE TPOTPaMMBI 1 OpaHamayep. Tem caMbIM ThI
o0e3omacumrb ceds OT 3aKaYKH BUPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnons3zoBanuu Wi-Fi otkiroun ¢ysknuio "OOwmwmit mocrtynm k daiinam u
npuaTepam". JlaHHAs QYHKIHS 3aKphITa 10 YMOJTYAHUIO, OJTHAKO HEKOTOPHIC TTOJIb30BATEIIH
aKTUBUPYIOT €€ JUIs y100CTBa UCIIONIb30BaHUs B paboTe win yueoe;

4. He ucnons3yii myomuunsiii WI-F| 11 nepenaun TUYHBIX JaHHBIX, HAPUMEp IS
BBIXO/Ia B COLIMAJIbHBIE CETH UJIU B JIEKTPOHHYIO TOYTY;

5. Ucnonp3yit Tonbko 3ammuiieHHoe coequnenue uepes HTTPS, a ue HTTP, T.e. pu
Habope BebO-ampeca BBoau uMenHo "https://";

6. B mobOunpHOM Tenmedone orkmoun  ¢yHknuto "Tlogkimouenune k- Wi-Fi
aBTomMarnuecku'. He monyckaii aBTOMaTH4eCcKOro MOJKIII0ueHHs yeTpoicTa k cetsim Wi-Fi
0€e3 TBOEro corJyacusi.



Kak 0e3omacHo 00IaTHCHA B CONMAILHBIX CETAX

CounanbHbIe CETU aKTUBHO BXOJIAT B HAIIy KU3Hb, MHOTHE JIFOAU pa0OTaIOT U KUBYT
TaM MOCTOsSHHO, a B Facebook yxe 3apeructpupoBaH MUJUIHAP] YEIOBEK, YTO SBISCTCS
OJHOM CceIbMOM BCEX JKMTEJeH maHeTbl. MHOIME IOJb30BaTEeId HE ITOHMMAIOT, 4YTO
uHdopmamms, pa3MenieHHass HMMH B COIMAIBHBIX CETSIX, MOXET OBITh HaijieHa W
MCITI0JIb30BaHa K€M yrO/HO, B TOM YHMCJIe HE 0053aTeNbHO ¢ OJaruMu HaMEepEHUSIMU.

OCHOBHEBIE COBETHI IT0 OS30IMaCHOCTH B COIMAJIBHBIX CCTAX:

1. Orpannub cnucok Apy3ed. Y TeOsi B JPy3bsAX HE JODKHO OBITh CIy4alWHBIX W
HE3HAKOMBIX JIIOJICH;

3ammimai CBOI YacTHYIO KM3Hb. He ykaspiBail mapoiu, TenedoHbI, aapeca, 1aTy TBOETO
POKIIEHUS U APYTYIO JUYHYIO0 HHGOPMALHIO. 3JI0YMBIIIEHHUKH MOTYT UCIOJIb30BaTh JaXe
nH(GOPMAIUIO O TOM, KaK Thl M TBOM POJIUTEINN TUIAHUPYETE MPOBECTU KAHUKYJIBI;

1. 3amwuinaii cBoO penyTaluio - IepKU ee B YMCTOTE U 3a/1aBaii cebe BOIpoc: XoTem Obl
ThI, YTOOBI APYTHE MOIB30BATEIH BUAEIH, YTO THI 3arpyskaemib? [Tomxymaii, mpexae yem uTo-
TO OIYOJIMKOBATh, HAMKMCATh U 3arPy3UTh;

2. Ecnu ThI TOBOPUIIB C JIFOJbMH, KOTOPBIX HE 3HACIIb, HE UCIONB3YH CBOE pearbHOe
UM U JPYTYIO TUYHYI0 HHPOPMALIUK: UMSI, MECTO KUTEJIbCTBA, MECTO Y4eObl U MpoUee;

3. Usberaii pazmemienus Gororpaduii B UuTEepHETE, T1I€ THI N300pa)KE€H HA MECTHOCTH,
10 KOTOPOW MOKHO OIPEJIEIUTh TBOE MECTOIOJIOKEHUE;

4. [Ipu peructpanuu B COUUAIBHOW CETH HEOOXOAMMO HCIIOJIb30BATh CJIIOMKHBIE
MapoJIv, COCTOSIINE M3 OYKB M (P U ¢ KOJTMYESCTBOM 3HAKOB HE MEHee &;

5. JIJis conmanbHOM CeTH, MOYTHI U IPYTHUX CANTOB HEOOXOAMMO HCIIOIh30BAThH
pasnble napoiu. Torna ecnu Te€6s B3IOMAIOT, TO 3JI0YMBIIIUIEHHUKH TTOJIYYaT TOCTYIT TOJIBKO
K OJTHOMY MECTY, a HE BO BCE Cpa3y.



Kak 06e3omnacHo PaCIIaYuBATLCH 3JICKTPOHHBIMH A€HbI'aMHU

DNEeKTpOHHBIEC JEHBIH - 3TO OYEHb YAOOHBIN CIIOCOO IUIATEXKEN, OJTHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIEC XOTAT MOJIYYUTh 3TU JCHBIH.

DNeKTpOHHBIE JEHBIH MOSBUIUCH COBCEM HEIABHO M UMEHHO H3-3a 3TOTO BO MHOTHX
roCyAapcTBax 0 CUX IOp HE MPOIUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHu (QYHKIIMOHUPYIOT U O HUX YK€ IPONHCAHO B 3aKOHE, TAE UX
pa3lensioT Ha HECKOJIBKO BHJIOB - AaHOHMMHBIE M HE aHOHMMHbIC. Pa3Huiia B TOM, 4TO
AHOHUMHBIE - TO T€, B KOTOPBIX pa3peliaeTcs MPOBOAUTH ONepanuu 0e3 UACHTU(DUKAIIH
MOJIB30BATEIISA, & B HEAHOHUMHBIX WICHTH(UKALNS TTOJIH30BATENS SBISETCS 003aTEIBHOM.

Taxoxe cnenyer pa3nuyaTh JIEKTPOHHBIE (GUATHBIE TEHBIU (PaBHBI TOCYJapCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHBIE HEPUATHBIE JCHBIU (HE PaBHBI TOCYAAPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI 110 O€30MaCHOM padOTe € ANEKTPOHHBIMU JICHbIaMU:

1. TlpuBsoku K cueTy MOOMIIBHBIN TeneQoH. DTO camblil yIOOHBIN U OBICTPHIN CITOCOO
BOCCTaHOBUTH JOCTYI K cuery. [IpuBsizaHHBIA TelnedOH MOMOXKET, eciu 3a0yAemlb CBOU
IUIATEKHBIN MTApOJIb WX 3alICIIb HA CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Vcnonw3yit omHOpa3oBbie maponu. [locne mepexona Ha yCUICHHYIO aBTOPH3AIIUIO
Tebe yxe He OyJIeT YrpoXkaTh OIMACHOCTh KPaXXH UJIH IepexBara IUIaTeXHOI0 Mapois;

3. Boibepu cnoxsbiit mapons. [IpectymHukam OyaeT He MPOCTO yragaTh CIIOKHBIH
napoib. HanexHble mapoiu - 3TO Maposid, KOTOpPbIE COAEpXaT HE MeHee 8 3HaKoB U
BKJIFOYAIOT B C€0s1 CTPOYHBIE U MPOMUCHBIE OYKBbI, HU(PPHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK
3HaK Jiojuiapa, GyHTa, BOCKIMIATEbHBIN 3HaK U T.11. Hampumep, $tRONg!;;

4. He BBOAM CBOM JINYHBIC JAHHBIC HA CATaX, KOTOPBIM HE JIOBEPSICIIb.



Kaxk 06e30macHo moJjib30BaThCsl 3J1€KTPOHHOM MOYTOM

DNEeKTpOHHAS MOYTa - 3TO TEXHOJIOTHS U MIPEIOCTABISIEMBIC €10 YCIYTH 0 MEePEChUTKE
Y MOJYYEHHIO AJIEKTPOHHBIX COOOIIEHUM, KOTOPBIE pacPEeACISIIOTCS B KOMITBIOTEPHOM CETH.
OOBIYHO  DJICKTPOHHBIA  TOYTOBBIM  SMIMK  BBINVIAAUT  CIEAYIOIIUM  oOpa3om:
MMS_TI0JIb30BaTEeIA(@UMS_JIoMeHa. Takke KpoMe IepeJaud MpPOCTOr0 TEKCTa, HMEETCs
BO3MOXXHOCTH TepeaBaTh (auJibl.

OCHOBHBIEC COBETHI 10 OE30MaCHOM PadOTe C AIEKTPOHHOM IMOYTOM:

1. Hano BeIOpaTh IpaBUIIBbHBIN OYTOBBIN cepBUC. B nHTEpHETE ecTh OrpOMHBII BEIOOP
OecIIaTHBIX TOYTOBBIX CEPBUCOB, OJHAKO JIYYLIE TOBEPATH TE€M, KOTO 3HACIb ¥ KTO NEPBBIN
B PEUTHHTE;

2. He yka3biBail B TMUHOI mouTte JuuHyr0 nHpopmaruio. Hanpumep, mydiie BEIOpaTh
"My3bIKanbHBIA (aHaT@" wim "pok2013" Bmecto "temal3";

3. Hcnonp3yii ABYXATAITHYK) aBTOPH3AIMIO. OJTO KOIJa TOMHMO TMapoisi HYKHO
BBOJIUTH KOJI, MpUChUIaeMbIil 1o SMS;

4. Bpibepu crnoxHbIM maposib. [ Kaxaoro moyToBOro SIIMKA JOJKEH OBbITh CBOM
HAJICKHBIN, YCTONYUBBIN K B3JIOMY IIapOJIb;

5. Eciu ecTh BO3MOXHOCThH HamucaTh CaMOMY CBOM JIMYHBIA BOTPOC, UCHIOIB3YH ATy
BO3MOKHOCTB;

6. Mcnonb3yli HECKOJBKO TMOYTOBBIX SITUKOB. [IepBBIA 711 4acCTHON TEPENHCKH C
azpecaTaMiy, KOTOPBIM Thl IOBEPSAECIb. JTO ANEKTPOHHBIN aJIpec HE HAJ0 MCIOJIb30BATh IPU
peructpanuu Ha Gpopymax u caiTax;

7. He oTkpbIBaii Qaiinibl U Apyrue BIOKEHUS B MUChMAaX, JaXe €CIH OHH MPHILIA OT
TBOUWX JIpy3eil. Jlydie yTouHn y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (Haiiibl,

8. Ilocme okoHuaHus PabOTBI Ha MOYTOBOM CEPBHCE TEPEa 3aKPHITHEM BKJIAJKH C
caiiTtom He 3a0yap HaKaTh HA "Beriitu".



Kak 3ammTurbest 0T KHOepOyJIJIMHIa

KubepOymar - mpecnefoBaHue COOOMIEHUSAMH, COACPKAIMIMMHU OCKOPOJICHHS,
arpeccuro, 3alyrMBaHUE; XYJUTAHCTBO, CONHMAIbHOE OONKOTUPOBAHHE C ITOMOIIBIO
Pa3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBbIE COBETHI 10 60pHOE ¢ KNOEPOYJUIMHIOM:

1. He Opocaiics B 60#. JIyummmit crmoco0: mocoBeToOBaThCS Kak ceOst BECTH U, €CIIH HET
TOT0, K KOMY MOXXHO OOpaTHThCS, TO BHa4Yalle YCIIOKOUThCSA. ECIIM ThI Ha4YHENIhb OTBEYATh
OCKOpOJICHUSIMH Ha OCKOPOJICHHUS, TO TOJIBKO elle OOJIbIe pa3oixoKenlb KOH(IIUKT;

2. Ympasisii cBoei KubeppenyTranuei;

3. AHOHMMHOCTb B CETH MHHMAs. CYH_IGCTBYIOT CITOCOOBI BBIICHHUTH, KTO CTOHT 3a
AHOHUMHBIM dKKayHTOM;

4. He crouT BecTH XyJIUraHCKHii 00pa3 BUpTyalibHOM *Ku3HU. IHTepHeT Ppukcupyer Bce
TBOM JICCTBUS U COXPAHIET UX. Y JANTh UX Oy/IeT KpallHe 3aTPyIHUTEIHHO;

5. Coburoaii CBOIO BUPTYAIbHYIO YE€CTh CMOJIONY;

6. Urnopupyit eauHuuHblii HeraTuB. OIHOpPa30Bble OCKOPOUTENbHBIE COOOIICHUS
Ty4iie urHopupoBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha HadaabHOU CTaInu;

7. ban arpeccopa. B mporpaMmmax oOMEHa MTrHOBEHHBIMH COOOIICHUSIMH, B
COLIMABHBIX CETAX €CTh BO3MOXHOCTH OJIOKUPOBKH OTIIPABKU COOOIIECHUN C ONMpeaeeHHbIX
a/1pecos;

8. Ecniu Thl cBuzerens KuOepOysimHra. TBowm JeMCTBUS: BBICTYNHMTH IPOTHB
Ipeciie1oBaTels, 0Ka3aTb €My, YTO €ro JAEMCTBHs OLIEHUBAIOTCS HETaTMBHO, NOJAEPXKAaTh
KEPTBY, KOTOPOM HY)XHa IICUXOJIOTHUYECKAash MOMOIlb, COOOLIUTH B3pOCIBIM O (akTe
arpecCUBHOIO ITOBE/ICHUS B CETH.



Kak 0e30macHo 1moJib30BaTbCcsl cCMAPTO(GOHOM, IJIAHIIETOM

COBpCMCHHBIC CMapT(bOHLI U IUIAHIOCTBI COACPKAT B cebe BIOJIHE B3POCJ'IBII71
(I)YHKI_II/IOHB.J'I, U TCIICPpb OHHU MOI'YyT KOHKYPHUPOBATb CO CTAIWMOHAPHBIMHU KOMIIBHOTCpPAMHU.
O,Z[HaKO, CPCACTB 3alllUThI JJIA HOI[O6HBIX YCTpOﬁCTB IIOKa O4YCHb MaAJIo. TeCTI/IpOBaHI/Ie u

MOUCK YSI3BUMOCTEW B HUX MPOUCXOJIUT HE TaK
WHTEHCUBHO, Kak st [1K, To ke camoe kacaeTcsi 1 MOOMIIBHBIX MPUIIOKCHUI.

CoBpeMeHHbIe MOOHMIIbHBIE Opay3ephl yxKe MPaKTUYECKH JOTHAIM HaCTOJIbHBIE aHAJIOTH,
OJIHAKO pacuiupeHre (yHKIMOHAJIa BJIEYET 3a COO0M OOJNBIIYI0 CIOXHOCTh U MEHBIIYIO
3aIHUIIEHHOCTb.

Jlaneko He Bce MPOU3BOJUTEH BBITYCKAIOT OOHOBJICHHUS, 3aKPBIBAIOIINE KPUTUIECKHIE
YSI3BUMOCTH ISl CBOMX YCTPOMCTB.

OCHOBHBIE COBETBI JJIA 0e30MacHOCTH MOOUILHOIO Teﬂe(bOHaZ

Huuero He sBisieTcs mo-HacTosAIIeMy OecIiaTHBIM. bynib 0CTOpoXkeH, BeAb Korja Tede
MpeAiararoT OSCIUIATHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe- TO TJIATHBIE YCIYTH;

Hymaii, mpexae gem otmnpaBuTbh SMS, ¢oto mmm Buaeo. Thl TOYHO 3HAEHIB, TAE OHH
OyayT B KOHEUHOM UTOTE?

1. Heo6xoaumo OOHOBJIATH ONEPALMOHHYIO CUCTEMY TBOETO CMapT(OHa;
2. Vcnionb3yil aHTUBUPYCHBIE IPOTrPaMMBbl JIJIs1 MOOMIIBHBIX TeNIe()OHOB;

3. He 3arpy>1<a171 IPUITOKCHUS OT HCHU3BCCTHOIO HMCTOYHHKA, BCIb OHHU MOI'YT
COICPIKATb BPpCAOHOCHOC ITPOIPpaMMHOC O6CCHC‘I€HI/I€;

4. Tlocne TOro KaK ThI BBIMICIIH C CaliTa, T/Ie BBOIWI JIMYHYIO HHPOPMAITHIO, 32l T
B HACTPOMKH Opay3epa u ynaiau COoKkies;

5. Tlepuoguyecku mpoBepsid, KaKUe IUIATHBIE YCJIYTM aKTHBUPOBAHBI HA TBOEM
HOMEpE;

6. JlaBaii cBOit HOMEp MOOMIBHOTO Tele(hOHA TOIBKO JIFOISIM, KOTOPBIX ThI 3HACIITH
U KOMY JIOBEPSICIIIb;

7. Bluetooth momxken ObITH BBIKIIIOYCH, KOT/IA ThI UM HE MOJIb3yenibes. He 3a0biBaii
WHOTIa TPOBEPSTH 3TO.



Kak 0e3onmacHo urparts online

CoBpeMeHHbIE OHJIAMH-UTPBI - O3TO KpacOYHbIC, 3axXBaTHIBAIOILIME pa3BICUCHHUS,
00BeANHSIONINE COTHU THICSY YEJIOBEK 110 BceMy MHpPY. VIrpoku nccnenytoT TaHHbBIH UM MHUD,
o0maroTCs APYr C APYroM, BBHITOJMHSAIOT 3aJaHHS, CPAKAIOTCS C MOHCTPAMH U TIOJNYYaroT
OMBIT. 3a YMOBOJBCTBHE OHM IUIATAT: TOKYMAIOT IHCK, OIUIAYMBAIOT a0OHEMEHT WIH
IpUOOpeTaroT KaKue-TO OILHUU.

Bce 31u cpencTBa uayT Ha MoJAEpKaHUE U Pa3BUTUE UIPHI, @ TAKXKE HA caMy
0€30I1aCHOCTb: COBEPIIEHCTBYIOTCSI CHUCTEMbl aBTOPU3ALIMM, BBITYCKAIOTCS HOBBIE MATUU
(undpoBbIe 3a1IaTKH JUIsI IPOrPaMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOI_[O6HBIX HUrpax CTOUT OIacaTrbCsa HE CTOJBKO CBOHMX COIICPHUKOB, CKOJIBKO KpaXu
TBOCTO ITIapoJisl, HAa KOTOPOM OCHOBAaHA CUCTEMA aBTOpHU3allUU OOJIBLIIMHCTBA Hrp.

OCHOBHEBIE COBETHI 110 O€30ITAaCHOCTH TBOCTO HUI'POBOI'0 aKKayHTa:

1. Ecnu ppyroit urpok BeneT cels IIJIOXO MM CO3laeT Tebe HEMpHUsSTHOCTH,
3a0JIOKUPYH €ro B CIHCKE UTPOKOB;

2. Tloxamyiics aIMHUHUCTpAaTOpaM WIPbl Ha IUIOXO€ TIOBEJEHHE 3TOr0 WIPOKa,
JKeaTelIbHO MPUJIOKHUTh KaKUe-TO JI0Ka3aTesIbCTBa B BUJE CKPUHOB;

3. He yka3bIBaii inuHyto nH(pOpMaIUIo B ipodaiiie urpsl;
4. VYBaxail Jpyrux y4acTHUKOB IO UIPE;
5. He ycranaBnuBaii Heo(puIMaIbHbBIE TATYX U MOJIBI;

6. Hcnonb3yit cllo)KHbIE U pa3Hble TapoJIu;

7. Jlaxxe BO BpeMs MIpbl HE CTOUT OTKJIIOYaTh aHTUBUpYC. [loka ThI urpaemib, TBOM
KOMITIBIOTEP MOT'YT 3apa3UTh.



Kak 3amuTurhbes oT puuHra

OObIyHOIM Kpameﬁ JACHCT M IOOKYMCHTOB CCroaHs Yy>XC HHMKOI'O HC YAWUBHUIIL, HO C

Pa3BUTUEM I/IHTepHCT-TeXHOJIOFI/Iﬁ 3JIOYMBIIIJICHHUKN IEPEMECTUIINCh B HWHTCPHET, H

MPOIOJDKAIOT 3aHUMATHCS "MIOOUMBIM" JIETIOM.

Taxk mosiBUIach HOBas yrpo3sa: MHTCPHCT-MOIICHHUYICCTBA WUJIN (bI/IH_II/IHF, TJ1IaBHas 1LCJIb

KOTOPOTO COCTOUT B MOJYYCHUU KOH(DUICHIMAIBHBIX JAHHBIX MOJIb30BATEICH - JIOTHHOB U
naposieid. Ha anrnmiickoM si3pike phishing unraercs kak ¢ummnr (ot fishing - peionHast noBs,
password - mapoJib).

OCHOBHBIE COBETHI IO OOPHOE C (DUIITHHTOM:

Crnean 3a CBOMM aKKayHTOM. ECIM Tkl MOJ03peBaciib, YTO TBOS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JI0KMPOBATH €€ U COOOIIUTh aJIMUHUCTPATOPaM pecypca
00 3TOM Kak MOKHO CKOpee;

Ucnonp3yii 6e3onacHble BeO-CaliThl, B TOM YHCIIE, MHTEPHET-Mara3uHoB U MOUCKOBBIX
CHUCTEM;

Ncrnonb3yii cloxHBIE M pa3HbIe Mapoiu. TakuMm oOpazoM, eciau TeOs B3JIOMAloT, TO
37IOYMBIIUIEHHUKH MOJIy4aT JOCTYH TOJIBKO K OJHOMY TBOEMY MPOQMIIIO B CETH, a HE
KO BCEM;

Ecnu Te6s1 B3710Mamnu, To HEOOXOAMMO IPEAYIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPHIC
no0aBiieHbl y T€OSI B JIPY3bsX, O TOM, UYTO T€OS B3JIOMajd M, BO3MOXHO, OT TBOETO

UMEHH OY/IeT pacChUIAThCS ClIaM M CChUIKHM Ha (DUIIMHTOBBIC CANTBHI;
YcranoBu HajgexHbIi napoisis (PIN) Ha MoOWIBHBIH TenedoH;
OTKIII0YM cOXpaHeHHe mapois B Opaysepe;

He otkpeiBaii ¢aitnel 1 Apyrue BIOKEHUS B MHChbMaX, AK€ €CIIM OHU MPUIUIA OT
TBOMX Jpy3eil. Jlydiie yTouHu y HUX, OTIIPABIISUIN JIU OHU TeOe 3T (Paiiibl.



Kak 3ammTuTh ¢BOI0 HM(POBYIO penyTauunio

OCHOBHBIE COBETHI MO 3aIUTE MU(PPOBON PEIyTALNU:

1. Tlonymaii, npexae 4em 4To-TO IMyOJUKOBATh M IepeaaBaTh y ceds B Oyiore wiu B
COLIMAJIbHOM CETH;

2. B nHactpoiikax npoduis ycTaHOBH OrPaHUYCHUS HA TIPOCMOTP TBOETO

3. Hudposas pemnyraius - 3To HeraTUBHAS WM MO3UTUBHASI MHGOPMALIHS B CETU
o tebe. Komnpomerupytomas napopmanus, pa3MelieHHas B HHTEPHETE, MOXKET CEPbE3HbIM
o0pa3oM OoTpa3uThesl Ha TBOEH peanbHOM *u3Hu. "Lludposas penyranusa" - 3T0 TBOM UMUK,
KOTOpPBI popMupyercs u3 nHpopmaluu o Te0e B UHTEPHETE.

4. TBOE MECTO KUTENIbCTBA, Y4eObl, TBOE (PMHAHCOBOE MOJOKEHUE, OCOOEHHOCTH
XapakTepa U paccka3bl 0 OJIM3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.

S. MHorue mOJAPOCTKH JIETKOMBICJIEHHO OTHOCSTCA K MYOJUKAIMU JTUYHOU
uHdopmaru B MIHTepHETE, HE TOHMMAas BO3MOXKHBIX IOCIIEICTBHIA. ThI Jake HE CMOXKEIIIb
JoTaiaThCsi 0 TOM, 4To (pororpadus, pa3MeleHHas S5 JeT Ha3al, cTajla MPUYUHOW OTKa3a
NPUHATH TEOsI Ha padoTy.

6. KommMenTapuu, pazmenienue TBoux pororpaduii u 1pyrue ASHCTBUS MOTYT HE
UCYE3HYTh JlaXKe IOCJe TOro, KaKk Thl UX YAaJullib. [bl HE 3Haellb, KTO COXPAaHWI 3Ty
MH(OPMAIIUIO, ITOTIaja I OHA B IIOMCKOBBIE CHCTEMBI M COXPAHUIIACH JIX OHA, a TJIABHOE: YTO
IOJyMaIOT O TeOe OKpYXKaroIIKe JI0I1, KOTOpble HalIYyT U yBUAAT 3T0. Halitn uapopmaruro
MHOT'O JIeT CITyCTS CMOXKET JIF0OOM - Kak M3 J0OpBIX MOOYXAEHUM, Tak U ¢ HaMEepeHHEeM
OPUYUHHUTD BpEJ. IDTO MOXKET OBITh KTO YTOJHO.

7. He pa3meniaii 1 He yka3pIBail HHPOpPMAIHIO, KOTOPass MOXKET KOTO-JIN00 OCKOPOJIATH
WIN O0OMXKATh.



Yro Takoe aBTOPCKOE NPaBO

CoBpeMEHHBIC IIKOJbHUKH - aKTHUBHBIC IOJIb30BATENIM IHM(PPOBOrO IMPOCTPAHCTBA.
OpHAaKO ajJIeKo He BCE 3HAIOT, YTO MTOJIb30BAHUE MHOTHMH BO3MOKHOCTSIMU ITU(POBOTO MUPa
TpeOyeT coOI0IeHUsI TIPaB Ha MHTEIIEKTYaIbHYIO COOCTBEHHOCTD.

Tepmun "uHTEIEKTyanbHasi COOCTBEHHOCTh' OTHOCHTCS K Pa3IUYHBIM TBOPEHUSIM
YelIOBEUYeCKOr0 yma, HauWHas C HOBBIX H300peTEHHI W 3HAKOB, 0003HAYAIOUINX
COOCTBEHHOCTh Ha TMPOAYKTHI M YyCIyTrd, W 3aKaHuuWBas KHHUTaMu, ¢GoTorpadusmu,
KMHO(DHIbMAMH U MY3bIKaJIbHBIMH MPOU3BEICHUSMH.

ABTOpCKHE IIpaBa - 3TO PaBa Ha MHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IIPOU3BEICHUS
HayKH, JIMTEPATypbl U UCKycCTBAa. ABTOPCKHE IpaBa BBICTYNAIOT B KAYECTBE TapaHTHUU TOTO,
YTO HHTEJUIEKTYaJIbHbIM/TBOPUECKU TpyA aBTOpa He OydeT HampacHbIM, JacT €My
CIpaBe/UIMBbIE BO3MOXKHOCTH 3apa0oTaThb Ha pe3y/abTaTax CBOEro TpyAd, IOIYYUTh
U3BECTHOCTH U NMpu3HaHue. Hukro 6e3 pasperieHus aBTopa HE MOKET BOCIPOU3BOJUTH €T0
IIPOU3BEJICHUE, PACIIPOCTPAHSATh, IyOJIMYHO AEMOHCTPUPOBATH, IPOAABATh, UMIOPTUPOBATh,
MyCKaTh B MPOKAT, IyOJIMYHO UCITIONIHATH, TOKa3bIBaTh/UCIIONIHATH B 3 Upe WU pa3MeIlaTh B
Hurepuere.

Hcnonb3oBanue "muparckoro" MNporpaMMHOrO 00€CHEeYeHHs] MOXKET IMPUBECTH K
MHOTMM pUCKaM: OT IOTEPHU JaHHBIX K TBOMM aKKayHTaM J10 OJJOKMPOBKH TBOETO YCTPOMCTBA,
IJle YCTaHOBJIEHa HejerajipHas nporpamma. He crout Taxke 3a0bIBaTh, 4TO CYIIECTBYIOT
JeranbHble U OecIIaTHbIE IPOrPaMMbl, KOTOPbIE MOKHO HAMTH B CETH.



